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1 SETTINGS MANAGEMENT

The settings on a TrafficCam unit are set through the Web Interface. These settings control how a given
unit will operate by defining the functional behavior, and how the unit will communicate.

An interface has been provided that allows the settings on a given TrafficCam to be saved via an offload
process. Once settings have been saved, they may be manipulated, and then applied to other
TrafficCam units. This facilitates scalable configuration during the manufacturing process. This
document provides details on the process of offloading, manipulating, and uploading TrafficCam
settings.

1.1 CONNECTING TO THE CAMERA

1.1.1 In order to upload settings on a new camera from Viion, it has to be connected to a WWD580 as
per normal and connected to the programming PC through a switch configured to DHCP so that
it will automatically assign an IP address to the camera.

WWD580
CONTROLLER PC

NV

FREEWAY INTERSECTION NETWORK

RADAR CAMERA CAMERA SWITCH

1.1.2  Once this occurs and the camera is connected correctly to the WWD580, it will flash blue as it
has yet to connect to the internet. It is now possible to search for the IP address of the camera
that is connected.

1.1.3 Knowing the IP address range of the switch will narrow down the addresses which will need to
be reviewed. In this instance, the switch has an address of 192.168.1.1 and above. As such, the
search range will look like the image below:
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E Advanced IP Scanner

File View Settings Help
’Scan _EP _g

192,168.1.1-192.168.1.255

Results Faworites

Status Mame

1.1.4 Press “Scan” and review the results, if a complete system is connected, it should look something
like this:
E Advanced P 5canner
File View Settings Help
P Il PE B
|192.168.1.1-192.168.1.255
Results Favorites
Status Mame IP Manufacturer MAL address
E- 192.168.1.1 192.168.1.1 Ubiquiti Metworks Inc. T4:83:C2:6F:AN:B0
| E- 192.168.1.54 192.168.1.54 Variscite LTD Fa:DC:7A:29:32:4C
E- 192.168.1.103 192.168.1.103 Wariscite LTD Fa:DCTAIZB:AZ:34
E- CMHODEES 192.168.1.104 LCFC{HeFei} Electronics ...  50:7B:90:F0:7F:19
E- 192.168.1.255 192.168.1.235 LCFCi{HeFei} Electronics ... 30:7B:90:F0:7F:19
1.1.5 Comparing the MAC addresses of the connected devices on the physical camera label will

establish which IP address will be entered into the web interface. In this case, the highlighted
address 192.168.1.54 is the camera that will be programmed.

T Model TC400GC
seri; Part 500-000078 rev 2.0

(9837

N |
LN

VIION

SYSTEMS INC.

e —

patents mnmvmm%- !
FE £ S FR:DC:TA:29:32:4C
'MADE IN CANADA  RATED: 9-28 VDC it : |

1.1.6 Copy the IP address from the IP scanner software.
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E Advanced IP Scanner
File View Settings Help
[CIE
’ Scan _CP _g [C
|192.168.1‘1-192.168.1‘255
Results Favorites
Status MName IP Manufacturer MAC address Comments
E! 192.168.1.1 182.168.1.1 Ubiquiti Networks Inc. T4:832:C6FANGE
Im 192177~ " . 192.168.1.54 Variscite LTD F&:DC:7A:29:32:4C
| Bxplo
o 1921 = Pere 192.168.1.103 Variscite LTD FRDCTAZBAZIA
L] @ Radmin L4
Q CMH 192.168.1.104 LCFC{HeFei) Electronics ...  30:7B:90:F0:7FR19
L] 192.1 sk ' 192.168.1.255 LCFC{HeFei) Electronics ... 50:7B:9D:F0:7F:19
Copy 4 All
Rescan
N
B Saveas.. °ome
IP
Add to favorites Manufacturer
Rename MAC address
Edit comment
Advanced

1.1.7 Paste IP Address into Chrome browser, press “Enter” then select the “Advanced” button.

@ Privacy error x 4+

<« C ) A Notsecure | 192.168.1.54

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.54 (for example,

passwords, messages, or credit cards). Learn more

NET::ERR_CERT_AUTHORITY_INVALID

[0 Help improve Chrome security by sending URLs of some pages you visit, limited system

information, and some page content to Google. Privacy_policy,

Advanced Back to safety

1.1.8 Select “Proceed to...” hyperlink to get to the camera’s web interface page.
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@ Privacy errer X

< C Y A Notsecurs

+

192.168.1.54

A

Your connection is not private

Attackers might be trying to steal your information from 192.168.1.54 (for example,
passwords, messages, or credit cards). Learn more

NETZERR_CERT_AUTHORITY_INVALID

[0 Help improve Chrome security by sending URLs of some pages you visit, limited system

nformation, and some page content to Google. Privacy policy

Back to safety

This server could not prove that it is 192.168.1.54; its security certificate is not trusted by

your computer's operating system. This may be caused by a misconfiguration or an
attacker intercepting your connection.

Proceed to 192.168.1.54 (unsafe)

>

1.1.9 The camera web interface will now be displayed. Note the camera about to be programmed can
be verified by selecting the “Play Colour” button and checking the video feed. Also, to validate
that the page has loaded correctly, scroll down the page and observe that there are values.
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@ Viion TrafficCam Administration X~ =+ = X
< C 1Y A Notsecure | 192.168.1.54 %

Viion TrafficCam Administration

Event Setup Plates Network

Play IR Play Colour Stop Video

/\

III

1.1.10 When ready to program the camera, type “/settings.html” after the device IP address and press

“Enter”.

& Viion TrafficCam Administration X “F
&« C 1 @ nhttp://192.168.1.54/settings.html

Viion TrafficCam Adn

Event Setup Plates

Play IR Play Colour Stop Video
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1.2 UPLOADING SETTINGS TO CAMERA

1.2.1 The settings interface is accessed through a web browser (eg. Chrome) using the camera’s IP
address followed by “XXX.XXX.X.XXX/settings.htm|”. For example, for a camera with IP address
192.168.1.54, the page is accessed as follows:

@ https://192.168.1.54/settings.htr X +

<« C Y A Notsecure | 192.168.1.54/settings.html

Settings Management

Download Settings

Upload Settings

File: | Choose File | No file chozen
Upload
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1.3 DOWNLOAD SETTINGS
1.3.1 Under Download Settings, the “Get Settings” button will cause all TrafficCam settings to be
pulled from the camera to a .zip file that is stored in your download folder on the local machine.

Settings Management

Download Settings

| Get Settings | <

Ch\Users\ben,jolie\Downloads\FileSet.ziph

File Edit View Favorites Tools Help

= v o » X i

Add  Extract Test Copy Move Delete Info

¥ @y Downloads\FileSet.ziph
Size Packed Size Modified (
112783 112783 2020-06-04 15:08
Al \Downloads\FileSet.zip\FileSet!,

File Edit View Favorites Tools Help

$om v o o= X i

Add  Extract Test Copy Move Delete Info

¥ | Ch\Users\ben.jolie\Downloads\FileSet.zip\FileSet',

MName Size Packed Size Modified ¢
| | interfaces 132 132 2020-06-04 15:08
|| ntp.conf 1948 1948 2020-06-04 15:08

| | resolv.conf 11 111 2020-06-04 15:08
[‘ 110 592 110592 2020-06-04 15:08

1.3.2 The file is named “FileSet.zip” and contains all information the uniquely defines the
configuration of a given TrafficCam. It contains the following 4 files:

Interfaces 2 Network — Ethernet Settings
ntp.conf 2> NTP Server Settings
resolv.conf 2 DNS Server Settings
settings.db > Camera Settings

PWwNPRE

The purpose and contents of these files is outlined below. Note that these files may be altered in order
to prepare a package for uploading to a different TrafficCam, and they also may be removed from a
package if there is no need to provide updates for specific settings. The process for editing and updating
is outlined below.
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1.3.3 To edit “interfaces”, “ntp.conf” and “resolv” right click and use text editor such as Notepad++:

MName

|| inter=
| ntp|
|| resq
B sett

Open with

7-Zip

CRC SHA
[ Edit with MNotepad++
Ea Scan with Windows Defender...
|2 Share

Date modified

=08 PM
b8 PM
2 lozpm
2 hapm

Give access to >
& Cisco AMP For Endpoints >

Restore previous versions

Send to >

Cut

Copy

Create shortcut

Delete

Rename

Properties

Type

File
CONF File
CONF File
DE File

Size

1KE
2KE
1KB

03 KB

1.3.4 interfaces file - Network — Ethernet Settings

This is a standard file used in Linux to define whether or not DHCP will be used to assign an IP address,
or if not, it is used to define the devices fixed IP address. In cases where units are assigned fixed IP
addresses, it may not be appropriate to include this file when configuring new units since the fixed IP
address can be set through Viion’s Web Interface. In this case the interfaces file may be removed from

the .zip package that will be uploaded to new units.

For units that have DHCP configured, the contents of the interfaces file will be as follows:

aut

olo

iface lo inet loopback

allow-hotplug ethO
iface ethO inet dhcp
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For units where a fixed IP address has been assigned, the contents of the interfaces file will have the
following form:

auto lo

iface lo inet loopback

allow-hotplug eth0

iface ethO inet static
address 10.2.23.247
netmask 255.0.0.0
gateway 10.2.23.1

In this case, the fixed IP address is 10.2.23.247, the subnet mask is 255.0.0.0, and the default gateway is
10.2.23.1.

[of C\Users\ben jolie\Desktop\Viion\Upload Files
File Edit Search View Encoding Languag
o s s B |

|| interfaces E3 IE settings.db l

1 auto lo

= Afags lo ansk lospback

4 allow-hotplug =thD

5 iface ethl jiner static
& address 10.2.23.247<— 1
7 netmask 255.0.0.0
i gateway 10.2.23.1

1.3.5 ntp.conf file - NTP Server Settings

This is a standard file used in Linux to define the sources for synchronizing the TrafficCam to a network
time source. The file contains many commented lines (starting with #). The lines that specify the server
location are in the following block:

# Use srvers from the NTP Pool Project. Approved by Ubuntu Technical Board
# on 2011-02-08 (LP: #104525). See http://www.pool.ntp.org/join.html for

# more information.

server time.nrc.ca

server time.nist.gov

Viion sets two default time servers as time.nrc.ca and time.nist.gov. In some locations it may be
necessary to use other servers — for example ones on a local network when the default server locations
are not available through the internet. If the TrafficCam is able to see the Internet the default settings
will work fine, and the ntp.conf file could be removed from any configuration packages.
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ntp.conf - NTPServerl + NTPServer2 - FREEWAY CAMERA

# Specify one or more NIP SIVers.

# Use zrwers from the NIP Pool Project. Approved by Uhunty Technical Board
pool time.nist.gov
# more information.
server time.pisg.gov NTPServerl

server 0.upunty-pool-Bp-ord ([ | oo - o

ntp.conf - NTPServerl + NTPServer2 — INTERSECTION CAMERA

# Specify one or more NTP 3Ivers.

# Use gryvers from the NTP Pool Project. Approved by Ubuntn Technical Board
# on 2011-02-08 (LP: #104525). See http://www.pool.ntp.org/join.html for
# more information.

server time.pzg.ca {1 NTP Serverl
SEIVEX time.g;g&.guv<::::::::j
NTP Serverl

1.3.6 resolv.conf file — DNS Server Settings

This is a standard file used in Linux to define the name servers that will be used to resolve hostnames to
IP addresses. Viion uses two default servers 8.8.8.8, and 4.4.4.4. If the TrafficCam is able to see the
Internet, these values will work well. In some cases where a local network prevents access to the
Internet, one or two local DNS server addresses may be provided.

When fixed DNS addresses are employed, the file will have the following contents:

# Resolvconf file managed by app
nameserver 10.2.23.1
nameserver 4.4.4.4

options timeout:60

options retries:2

Resolveonf file managed by ap
nameserver 10.2.23.1 Dll\lS Serverl

namessrver 4.4.4.4(———————
DNS Server2

options timeout:e0
options retries:2 |

In this case, two custom DNS server addresses have been provided 172.29.240.3, and 172.30.240.3. If
the TrafficCam is able to see the Internet the default settings will work fine, and the resolv.conf file
could be removed from any configuration packages.
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1.3.7 settings.db file — Camera Settings

This file contains all the Viion-specific application settings. There are a number of tables that

correspond to the configuration values that appear on Viion’s Web Interface. The details of these
settings are covered in the TrafficCam User Manual.

In a typical manufacturing setting, one unit will be configured with the desired set of configuration
settings using the Web Interface. These settings will then be offloaded, and can be applied directly
when setting up other units. This is analogous to a cloning process — where each unit will get an

identical configuration. In order to differentiate units, it is recommended that the cameraName field
(under Event Setup/SpeedEventSettings) be altered to reflect the desired camera ID following the

cloning process.

In the case where a user needs to edit the settings.db file, we recommend using the tool DB Browser for

SQLite (https://sqlitebrowser.org/).

4 DB Browser for 5QLite - C:\Users\ben.jolie\Desktop\Viion\Upload Files Sand Box\FileSet\FileSet\settings.db = DB Browser for SOLite - Ci\Users\ben jolie\Desktop\Viion\Upload Files Sand Box\FileSet\FileSet\settings.db
Fle Edit View Tools Help File Edit View Tools Help
& MewDatabase g Open Database _ | Writz Changes & Revert Changes £ Open Project 3 New Database g Open Database } Write Changes + Revert Changes &) Open Project
Database Structure  BrowseData  EditPragmas  Execute SQL
Database Structure Browse Data Edit Pragmas Execute 5QL
il Create Table o Create Index | (I Print _
Table: | || AppStartupData MIEIE R
Name Type Schema
=] Tables (22) id istStartupTimeM ShortIntervalRe: shortIntervalMs shortintervalRes
Indices (0) |F\Iter |Fi\ter |F\Iter’ |Fi\ter |F\Iter’
| Views (0)
L] Triggers @ 11 1501264553032 0 20000 4
4 DB Browser for SQLite - Ci\Users\ben jolie\Desktop'Viion\Upload Files Sand Box\FileSet\FileSet\settings.db
File Edit View Tcols Help
s New Database [ Open Database _ Write Changes & Revert Changes £ Open Project
Database Structire  BrowseData  EditPragmas  Execute SQL
Table: ||| CaptureBrightmesssettings -| & [ B B
|| AppStartupData
=] BlackList itPoi obalBrightReadir lateBrighl
[Fi| ] captureprighmesssetings [Filter [Filter
=] Charsegmentsettings
1 1 | ] ColourBrightnessSettings 123 180
= ColourVideoSettings
|| DiagnosticSummary
/| Flash
/| ImageProcessingAuthoritySettings
| Localstorage
| LocalStorageSettings
= mqrT
| Modbus
] PlateEnforcementsyTime
|| PlateFinderSettings
|| PlateTrackerSettings
/| PositionSettings
| RulesxmL
| Security
[ SpeedEventSettings
| TriggerInterfaceSettings SpeedEventSettings
= VienOCRSettings
_E DB Browser for SOLite - C:\Users\ben jolig\Desktop\Viion\Upload Files Sand Box\FileSet\FileSet\settings.db - b
File Edit View Tools Help
{4 New Database | Open Database Write Changes 2 Revert Changes &) Open Project ([ Save Project & Attach Database  J{ Close Database
Edit Database Cell &
Datsbase Structre  BrowseData  EditPragmas  Ewecute SQL it Database Cel
Te: || RS - @ Al IQ] New Record. | [ Delete Record Mode: Text = Import Export Set as NULI
ateImage: pollwebDirector pollingInterval_s  pollingURL blePowerSaveln JrrentEnforceme rcementUploads dumpQueueSize 2lateRecordTab http://10.2.23.96:8082/bin/diag|
|Fi\ter |F\\ter |Fi\ter |F\Iter |Fi\ter |F\Iter |Fi\ter |F\Iter
1 1 60 http:/f10.2.23... 0 5 100 a 20
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1.4 EDITING A .ZIP ARCHIVE

The contents of the FileSet.zip archive may be altered, by either removing one or more of the 4 content
files, or by altering one or more file contents. We recommend using a tool such as 7-zip
(https://www.7-zip.org/) to unpack, and then re-pack the .zip archive. We have found that the Windows
native tools do not preserve the structure of the archive correctly.

When editing a .zip archive, the steps are as follows:

Uncompress FileSet.zip to a folder called FileSet

Navigate to the new folder, and edit/delete files are required

Re-compress the archive to a .zip file having an arbitrary name. Following this step, make sure that the
archive contains a folder labelled “FileSet”, and that this folder contains one or more of the required
files outlined above.

1.5 UPLOAD SETTINGS
Given a .zip file that is to be installed on a TrafficCam unit, the same web interface is page is used (see
Figure 1). The first step is to press the Choose file button. This will open a navigation tool that will allow

you to browse to your .zip file. The example below shows that a file named “FileSet-New.zip” has been
selected.

< > C A Mot secure | 192.168.0.106/settings.html

Settings Management

Download Settings
Get Settings
Upload Settings
File:| Choose File | FileSet-New.zip

Upload
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Once the desired .zip archive is selected, press the Upload button. The upload process may take 30 sec
to complete depending on the contents of the upload package. If the upload was successful, the
interface will indicate this as follows

<« C A Notsecure | 192.168.0.106/ViionReceive?enctype =multipart

Upload Settings

Zip file Uploaded

Updated 4 Files

Figure 1: Example of a successful upload where 4 files were uploaded in the .zip file.

Note that if fewer than 4 files were included in the uploaded .zip file, this will be reflected in the
response text.

If the .zip archive could not be interpreted correctly, the interface will reflect an error as follows.

Upload Settings

Zip file Uploaded

Invalid Settings File

Following a successful upload of the .zip archive, it is necessary to power cycle the TrafficCam.
Following this the uploaded settings may be validated through the Web Interface.
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1.6 PROGRAMMING THE WWD580 CONTROLLER
The tools outlined above have also been made available for Viion’s WWD580 units. There are a few
small differences that are worth highlighting here.

For WWD580 units, the web interface is accessed as follows:
aa.bb.cc.ddd/tc/index.html

Where aa.bb.cc.ddd is the device’s IP address. On WWD580 units, the settings interface is accessed as
follows:

aa.bb.cc.ddd /tc/settings.html

This gives the same interface is outlined above for downloading and uploading settings (see Section 1.1).

“— C @ Notsecure | 10.2.23.101/tc/settings.html ¥ QO

Settings Management

Download Settings

[ Get Settings |

Upload Settings

File: |M| Mo file chosen

| Upload |

One other important difference is in the contents of the FileSet zip file. With WWD580 units, the
offloaded .zip file will contain a file settingsTS2.db instead of the settings.db file outlined above.
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